CONG CU ZAP

Gidi thiéu vé ZAP:

OWASP Zed Attack Proxy (ZAP) la mot cong cu mién phi va pho bién
duoc duy tri bgi hang trim nghin tinh nguyén vién trén toan thé gisi. N6
la céng cu bo ich khi kiém tra bao mat thu cong vi nd gitp ching ta tim ra
cac 16 hong bao mat trén website mot cach tu  dong.
ZAP la dugc goi la "man-in-the-middle proxy", n6 ding gita trinh duyét
ctia nguoi test va ing dung web, nd ¢ thé ngan chan va kiém tra cac thong
diép duoc gui di, sira doi va gui tiép cac thong diép do dén dich.

Cac tinh nang co ban cua ZAP:

- Intercepting Proxy

— Traditional and AJAX spiders

- Automated scanner

- Passive scanner

- Forced browsing

- Fuzzer

- Dynamic SSL certificates

- Smartcard and Client Digital Certificates support
- Web sockets support

- Support for a wide range of scripting languages
- Plug-n-Hack support

- Authentication and session support

- Powerful REST based API

- Automatic updating option

- Integrated and growing marketplace of add-ons



Sir dung ZAP tool véi ché d6 Automated scan:

Buwoc 1:

Khi open App ban s€é duoc lua chon co Iuu gitt lai Session hay khong.
Theo mac dinh, ZAP session s¢ dugc ghi vao dia @ HSQLDB vdi tén va
location mic dinh. Néu ban lya chon khong duy tri session, cac t&p duoc
ghi s€ dugc x6a khi thoat ZAP. Néu ban duy tri session, thong tin s€ dugc
ghi lai, ban s& co thé truy cép lai tép va tiry chinh tén va vi tri.

an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

are new to ZAP then it is best to start with one of the options below.

OWASPZAP

Do you want to persist the ZAP Session?

® Yes, | want to persist this session with name based on the current timestamp
Yes, | want to persist this session but | want to specify the name and location
No, | do not want to persist this session at this moment in time

Remember my choice and do not ask me again. <

- 0 You can always change your decision via the Options / Database screen
u] Help Start

p Method URL Code Reason RTT Size Resp. Body Highest



Bwoc 2:

Nhap URL cua website ma ban mudn check vao field URL to attack

; % Quick Start # = Request ¢ Response

< Automated Scan

This screen allows you to launch an automated scan against an application - just enter its URL below and press 'Attack’.

Please be aware that you should only attack applications that you have been specifically been given permission to test.

URL to attack: http://mail. quangbinh.gov.vn| v | @ Select...
Use traditional spider: [
Use ajax spider: with  Firefox Headless ~
& Attack Stop
o Alerts ] Output <=
xport
Testamp  Method URL Code Reason RTT Size Resp. Body Highest Alert Note Tags &

Bwoc 3:

Click Attack button

5 Contexts HTTP/1.1 200 OK
[@) Default Context = Server: nginx/1.16.1
@ Sites Date: Thu, 11 Aug 2022 03:05:19 GMT

Content-Type: text/html; charset=utf-8
Connection: keep-alive
Expires: Thu, 01-Jan-1970 00:00:00 GMT
<hl><a href="j
<span cl
</a></hl>
<!--div id="ZlLoginAppName">Web Client</div-->

ascript:void(0) ">
"ImgLoginBanner"></span>

<form method="post" name="loginForm" action="/zimbra/;jsessionid=nul7adabmB8vd" accept-charset="UTF-8">

i History © Search [WAlerts # | Output 3 Spider ) Active Scan ==
e J ¢ Absence of Anti-CSRF Tokens
“ Alerts (11) URL: http://mail.quangbinh.gov.vn
v Referer Exposes Session ID (2) ?Sk;‘d , ‘h‘/‘lL‘;_W
m Session ID in URL Rewrite (8) Pon B[ [ =GN
m X-Frame-Options Header Not Set (6) Aarar:eter‘
™ Absence of Anti-CSRF Tokens (6) ttack: o o N o )
7 Cookie No HttpOnly Flag (6) - <form method="post" name="leginForm" action="/zimbra/;jsessionid=nul7ada5m8vd" accept-charset=
7 Cookie without SamesStte Attribute (9) Wizt
) . | CWE ID: 352
o Incomplete or No Cache-control Header Set (2 WASCID: 9
ri ;'zjsgz:ﬁ-ms;_gs;;; ﬂ?:d(e:?wssin a7 Source: Passive (10202 - Absence of Anti-CSRF Tokens)
. PR 9 Description:

P Content-Type Header Missin
P 9 No Anti-CSRF tokens were found in a HTML submission form.

Zap s& scan tu dong website ma ban dd nhap va show cac report cac 16
hong tim dugc & Tab Alert. Cac bao cao dugc thé hién theo tung loai 161



hoéng va show so6 luong 16i tim dugc cua ting 16 hong va URL tim ra no.
Cac loai warming s€ khac nhau tuy thudc vao trang web cua ban, vi du
nhu:

1. X-Frame-Options Header Scanner
2. Session ID in URL Rewrite

3. Cookie Without Secure Flag

4. Private IP Disclosure

Bwoc 4:

Ban co thé xem cac thong tin chi tiét cua 16 hong lzéng cach click vao mot
16 hong bat ky tir tab Alert. Cac dong code gay ra 161 sé duoc highlight nhu
anh duoi day

& VEerauiL LonLtext

v e g s eavaa
@ Sttes Date: Thu, 11 Aug 2022 03:05:20 GMT
Content-Type: text/html; charset=utf-8
Connection: keep-alive
Content -Language: en-US
<span style="margin-right:60px">
<a href=
"http://deimatkhau.quangbinh.gov.vn/Documents/Tai%201 ieus20Huong%20dan%20su%20dung%20Webmail%20t inh%20Quang%20Binh.pd
f" target="_blank">
<!--Huéng ddn sir dung thu dién ti-->
</a=>

® History © Search [WAlerts # Output % Spider ) Active Scan <

ee J ¢ Referer Exposes Session ID
Alerts (11) URL: https://mail.quangbinh.gov.vn/zimbra/;jsessionid=119yiywm24zp
> ™ Referer Exposes Session ID (2) Risk: Fu Medium

# Session ID in URL Rewrite (8) Sonficenceltiedin

u X-Frame-Options Header Not Set (6) Paramfeter:
v Absence of Anti-CSRF Tokens (6) AtFGCK‘ ) . )
# Cookie No HttpOnly Flag (6) Evidence:  doimatkhau.quangbinh.gov.vn

i Cookie without SameSite Attribute (9) . el

#Incomplete or No Cache-control Header Set (2 gASC I‘D: ;3 ) 3 - Session ID in URL R )
» Timestamp Disclosure - Unix (3) Durce[ . SEia () - S [ W SUHEE,
Description:

o X-Content-Type-Options Header Missing (17) ) - ) o y r :
f Content-Type Header Missing A hyperlink pointing to another host name was found. As session ID URL rewrite is used, it may be disclosed in
referer header to external hosts.

Ngodi ra, ban cé thé tim dwoc gidi phap dwoc suggest ¢ muc Solution,
thong tin [0 hong o Description va thong tin tham khao o Reference



