CONG CU NMAP

Nmap (Network mapper) l1a mét tién ich ma nguén mo va mién phi dung dé khai
thac thdng tin mang va kiém tra bao mat. Nhiéu quan tri vién hé théng va quan tri
vién network da chung minh sy hitu dung cia Nmap trong cac tac vu nhu kiém tra
mang, quan ly dich vu va theo déi thoi gian hoat dong ciia may chu va dich vu.

Nmap hd tro cac ki thuat quét nhu sau:

- TCP SYN (half open) scanning

- TCP FIN

- Xmas hay NULL (stealth) scanning

- TCP ftp proxy (bounce attack) scanning,

~ SYN/FIN scanning théng qua IP (bypass mot sd bo loc)
- TCP ACK va Window scanning

- UDP raw ICMP port unreachable scanning

- ICMP scanning (ping-sweep),

- TCP Ping scanning

- Direct (non portmapper) RPC scanning

_ Nhan dién hé diéu hanh bang TCP/IP Fingerprinting
- Reverse-ident scanning

- Vanilla TCP connect() scanning

Cac cau lénh co ban:

— TCP Connect() Scan

# nmap -sT [IP cua muc tiéu]
—SYN Scan

# nmap -sS [IP cua muc tiéu]



— FIN Scan

# nmap -sF [IP cua muc tiéu]
— XMAS Scan

# nmap -sX [IP cua muc tiéu]
—NULL Scan

# nmap -sX [IP cua muc tiéu]

— UDP Scan

# nmap -sU [IP cua muc tiéu]
~  Kiém tra xem host con alive khong :

#nmap -sn [IP cua muc tiéu]
~ Kiém tra hé diéu hanh cua server :

#nmap -O [IP cua muc tiéu]
- Quét mdt port cu thé :
#nmap -p [sb cdng] [IP cua muc tiéu]
~  Quét xac dinh phién ban cua dich vu dang chay trén host :

#nmap -PN -p [sb cdng]l -sV [IP cua muc tiéu]



Chi tiét hon cé thé tham khdo cheat sheet bén duwdi’

Different usage options
Port discovery and specification
Host discovery and specification
Vulnerability scanning
Application and service version detection
Software version detection against the ports
Firewall / IDS Spoofing

Port Specification Options

comparitech

Nmap Cheat Sheet

Scanning Types

Syntax Example Description Switch/Syntax Example Description
=R nmap -p 23 172.16.1.1 Port scanning port specific port -sS nmap 172.16.1.1 -sS TCP SYN port scan
-P nmap -p 23-100 172.16.1.1 Port scanning port specific port range = nmap 472.16.1.1 =51 TGP: connect port :scan
-p nmap -pU:110,T:23-25,443 172.16.1.1 U-UDP,T-TCP different port types scan L fmap 472.16:2.1 ~sA TCP ACK port scan
-sU nmap 172.16.1.1 -sU UDP port scan
-p- nmap -p- 172.16.1.1 Port scan for all ports
. -Sf nmap -Sf 172.16.1.1 TCP FIN scan
-p nmap -smtp,https 172.16.1.1 Port scan from specified protocols
-sX nmap -SX 172.16.1.1 XMAS scan
~F nmap -F 172.16.1.1 Fast port scan for speed up
-Sp nmap -Sp 172.16.1.1 Ping scan
-p "* namp -p "*" ftp 172.16.1.1 Port scan using name
-sU nmap -Su 172.16.1.1 UDP scan
-r nmap -r 172.16.1.1 Sequential port scan
-sA nmap -Sa 172.16.1.1 TCP ACK scan
= Sl nmap -S1 172.16.1.1 list scan
Host /172.16.1.1 Discovery
Switch/Syntax Example Description Scanning Command Syntax
-sL nmap 172.16.1.1-5 -sL List 172.16.1.1 without scanning p S L
nmap [scan types] [options] {172.16.1.1 specification}
-sn nmap 172.16.1.1/8 -sn Disable port scanning
-Pn nmap 172.16.1.1-8 -Pn Port scans only and no host discovery Use of Nmap Scripts NSE
-PS nmap 172.16.1.185 -PS22-25,80 TCP SYN discovery on specified port nmap --script= test script execute thee listed script against
172.16.1.0/24 target IP address
-PA nmap 172.16.1.185 -PA22-25,80 TCP ACK discovery on specified port
nmap --script-update-db adding new scripts
-PU nmap 172.16.1.1-8 -PUS3 UDP discovery on specified port
-PR nmap 172.16.1.1-1/8 -PR ARP discovery within local network nmap -sV -sC use of safe default scripts for scan
-n nmap 172.16.1.1 -n no DNS resolution nmap --script-help="Test Script" get help for script
i 3 Nmap output Formats
Version Detection P P
Switch/Syntax Example Description Default/normal output nmap -oN scan.txt 172.16.1.1

-sV nmap 172.16.1.1 -sV

-sV

O Psiont intensity nmap 172.16.1.1 -sV --version-intensity 6

-sV --version-all nmap 172.16.1.1 -sV --version-all

-sV --version-light nmap 172.16.1.1 -sV --version-light

-A nmap 172.16.1.1 -A

-0 nmap 172.16.1.1 -0

Firewall Proofing

nmap -f [172.16.1.1] scan fragment packets

nmap -mtu [MTU] [172.16.1.1] specify MTU

nmap -sI [zombie] [172.16.1.1] scan idle zoombie

nmap -source-port [port]

[172.16.1.1] manual source port - specify

nmap -data-length [size]

[172.16.1.1] randomly append data

nmap -randomize-hosts [172.16.1.1] 172.16.1.1 scan order randomization

nmap -badsum [172.16.1.1] bad checksum

Nmap Timing Options

Syntax Description

nmap -T@ 172.16.1.1 Slowest scan

nmap -T1 172.16.1.1

nmap -T2 172.16.1.1 Timely scan

nmap -T3 172.16.1.1 Default scan timer

nmap -T4 172.16.1.1 Aggressive scan

nmap -T5 172.16.1.1 Very aggressive scan

Tricky scan to avoid IDS

Try to find the version of the service running on

port
Intensity level range © to 9.

Set intensity level to 9

Enable light mode

Enables 0S detection, version detection, script

scanning, and traceroute

Remote 0S detection
Miscellaneous Commands

scan IPVe

nmap -6
b targets

nmap -proxies proxy
1 URL, proxy 2 URL

Run in targets
with proxies

Show open

o =ORE ports only

Syntax

nmap -sP 172.16.1.1
nmap -PU 172.16.1.1
nmap -PE 172.16.1.1
nmap -PO 172.16.1.1
nmap -PR 172.16.1.1
nmap -Pn 172.16.1.1

nmap -traceroute 172.16

«1.1

nmap -oX scanr.xml

XML
172.16.1.1

snmap -0G grep.txt

Grepable format 172.16.1.1

All formats nmap -0A 172.16.1.1

172.16.1.1 Specification

nmap 172.16.1.1 single IP scan

nmap 172.16.1.1

ifi
i tah scan specific IPs

nmap 172.16.1.1-254 scan a range of IPs

nmap xyz.org scan a domain
nmap 10.1.1.6/8 scan using CIDR notation
nmap -ilL scan.txt scan 172.16.1.1s from a file

specified IP s exclude from

nmap --exclude 172.16.1.1
scan

Scan Options

Description

Ping scan only
UDP ping scan
ICMP echo ping
IP protocol ping
ARP ping
Scan without pinging

Traceroute



