CONG CU HPING3

Gigi thiéu chung:
Hping la mét trinh phan tich goi tin TCP / IP dinh hudng dong 1énh. Giao
dién duoc 1ay cam htng tir 1énh ping (8) unix. N6 hd tro cac giao thirc
TCP, UDP, ICMP va RAW-IP, c6 ché d¢ theo dbi, kha ning gui tép giita
mot kénh dugc phu séng va nhiéu tinh nang khac. Trong khi hping chu
yéu dugc str dung nhu mot cong cu bao mat trude day, no co thé dugc sur
dung theo nhiéu cach boi nhitng ngudi khong quan tim dén bao mat dé
kiém tra mang va may chu. Mot t@p hop con cua nhing thtr ban c6 thé
thyc hién bang cach sir dung hping:

— Kiémtra tuong lia

— Quét cong nang cao

— Kiémtra mang, sir dung c4c giao thirc khac nhau, TOS, phan manh

— Phét hién MTU dudng dan tha cong

— Tiéntrinh theo d&i nang cao, theo tat ca cac giao thirc dugc hd trg

— LAy dau van tay hé diéu hanh tir xa

— Do thoi gian hoat dong tu xa

— Kiém trangin xép TCP/ IP
Hping ciing 6 thé hitu ich cho ngudi dang hoc TCP/ IP.

Hping hoat dong trén cac hé thong sau: Linux, FreeBSD, NetBSD,
OpenBSD, Solaris, MacOs X, Windows.

Cac lénh co ban:

Hién thi danh sach 1énh
=>hping3 --help

Kiém tra ping co ban
=>hping3 host-1-c 4



Quét cong may chu muc tiéu
=>hping3 host -8 19-80,443-S -V

Kiém tra két ndi, giao tiép mang bang TCP SYN scan
=>»hping3 host -S -p [Port Number]-c 4

Tao nhiéu request dé kiém tra tan cong DoS
=>hping3 host -S -p [Port Number]—flood

Téan c6ng DdoS
=>»hping3 host -S -p [Port Number] —flood --rand-source

Tén cdng gia mao IP
=>hping3 host -a FakelP -S -p [Port Number] —flood

M6 phong cac kiéu tan cong tir chai dich vu tir layer 4 dén layer 7:
Thyc hién mé phongtan cong Spoofed SYN Flood.
=>»hping3 host -p [Port Number] -a FakelP -S --flood

Thuyc hién mo phongtan cong ACK Number Flood.
=>hping3 host -p [Port Number] -A --flood



Thuc hién mo phongtan cong Invalid UDP/TCP Checksum.
=>hping3 host -p [Port Number] -b —flood

Thuc hién mé phongtin cong TCP SYN Flood.
=>hping3 host -p [Port Number] -S --flood

Thyc hién mo phongtan cong ICMP Flood.
=>hping3 host -p [Port Number] -1 --flood

Thuc hién md phongtan cong UDP Flood.
=>hping3 host -p [Port Number] -2 --flood
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- -help show this help Example: hping --scan 1-30,70-90 - - icmp type (default echo
h -S www.target.host C icmptype request)
- - show version - - listen mode - - icmp code (default 0)
v version 9 listen K icmpcode
- --count packet count --force- send all icmp types (default
A - wait (uX for X microseconds, -a --spoof spoof source addess --icmp- set gateway address for ICMP
interval for example -i u1000) —rand- random destionation address agw redirect (default 0.0.0.0)
--fast alias for -i u10000 (10 packets dest mode —icmp-ts  Alias for --icmp —-icmptype 13
for second) --rand- random source address mode (ICMP timestamp)
--faster alias for -i u1000 (100 packets source --icmp- Alias for --icmp --icmptype 17
for second) 4 ttl (default 64) addr (ICMP address subnet mask)
-flood sent packets as fast as _ —id id (default random) --icmp- display help for others icmp
possible. Don't show replies. N help options

- - numeric output

- --winid use win* id byte ordering
n  numeric W UDP/TCP

- -—quiet quiet o -rel relativize id field (to estimate S - base source port (default
q host traffic) baseport random)
- interface name (otherwise f -frag split packets in more frag
Interface  default routing interface)
X - set more fragments flag
- - verbose mode morefrag
V  verbose
-y - setdon't fragment flag
- -debug  debugginginfo dontfrag
D
-g -—fragoff  set the fragment offset
- -bind bind ctrl+z to ttl (default to dst
- -mtu set virtual mtu, implies --frag if
z port)
m packet size > mtu
- -unbind  unbind ctrl+z
7 -0 -tos type of service (default 0x00),
try --tos help
--beep beep for every matching
. - --rroute includes RECORD_ROUTE
packet received
G option and display the route
buffer
Mode
-Isrr loose source routing and
default mode TCP record route
0 ~rawip  RAWIP mode —-ssIT strict source routing and
-1 --icmp ICMP mode record route
-2 --udp UDP mode - —ipproto  setthe IP protocolfield, only
-8 --scan SCAN mode i G 3 1 el
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