CONG CU DIRSEARCH

Gi¢i thi€u chung:

Dirsearch 13 mot cong cu mi ngudén mé duge viét bang Python hoat
dong theo kiéu brute-forcing cau trac thu muc, file cia web. N6 ¢6 thé
chay trén Windows, Linux, macOS. Dirsearch st dung cac dong 1énh
don gian ma hiéu qua, nd hd tro rat nhiéu options. Chinh vi thé
dirsearch tr& thanh céng cu phd bién ma hau hét cic hacker hay
pentester déu st dung.

Dirsearch ho tro cac ki thuat nhu sau:
- DPaludng

- Recursive brute-forcing

~ HO tro HTTP proxy

- Phat hién cac trang web khong hop 1¢

- User agent randomization va Batch processing
~ Hb tro Request delaying

_ Tim kiém theo list extensions

- Set cookie

Cac cau lénh co ban:

— Xem cac options

# python3 dirsearch.py -h
—Scan web

# python3 dirsearch.py -u https://target



— Scan using extensions
# python3 dirsearch.py -e php,html,js -u https://target

— Scan using wordlist
# python3 dirsearch.py -e php,html,js -u https://target -w
/path/to/wordlist

— Scan exclude status code
# python3 dirsearch.py -u http://target -e php,html, txt -x
403,400

— Scan sub-directories
# python3 dirsearch.py -e php,html,js -u https://target --
subdirs /,admin/, folder/

— Proxies
# python3 dirsearch.py -e php,html,js -u https://target --
proxy 127.0.0.1:8080

# python3 dirsearch.py -e php,html,js -u https://target --
proxy socks5://10.10.0.1:8080

# python3 dirsearch.py -e php,html,js -u https://target --
proxylist proxyservers.txt

— Reports
# python3 dirsearch.py -e php -1 URLs.txt --format plain -o
report.txt

# python3 dirsearch.py -e php -u https://target --format html
-0 target.js


https://target/

